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* What you will learn

» What is Problem Management
* Process Overview

» Using the Problem Form

e Working on a Problem

* Closing a Problem

» Known Problems

» Problem Reports

» Alignment Practice Cases



What you will learn Yale

e How to

Work with the Problem Form
Determine Problem Priority
Work with Problem Tasks
Create a Known Error
Communicate Workarounds
Post Knowledge

Work with Problem related lists
Close a Problem



What is Problem Management?

1. To prevent problems and resulting incidents from
happening

2. To eliminate recurring incidents

3. To minimize the impact of incidents that cannot be
prevented



Why is Problem Management Important?

1
2
3.
4,
5
6

N

Yale

. Stability!
. Increase end-user satisfaction

More efficient usage of resources
Better prioritized workloads

. Increased accountability,
. Decreased turnaround time for Root Cause Analysis

(RCA) Requests

. Increased Knowledge Management
. Increased transparency and awareness



Problem Management Key Concepts  Yale

Problem

Known Error

Root Cause Analysis

Workaround

A Problem is the unknown cause of one or more (potential or
occurring) incidents.

A problem that has a documented root cause.

Optimally, determination of the root cause includes the
identification of a workaround.

A Problem which we investigate and document the Root Cause of
and provide this information to the requestor.

A temporary solution to a problem.

Provides the ability to restore service for the customer, potentially
through alternative delivery means (e.g. print on a different
printer).



Reactive vs. Proactive Problem Management Yale

Reactive Problem
Management

Proactive Problem
Management

Executed as part of regular operations and triggered
through day-to-day operational support

Primarily driven by incidents, where trends are identified
or where major incidents prompt a root cause analysis
(RCA) review to minimize future impacts

Goal is to remove recurring incidents and to provide service
interruption workarounds prior to problem resolution
Executed as part of Continual Service Improvement (through
proactive data analysis activities) or Service Transition activities
(through the identification of acceptable known errors prior to
production release of a new or changed service)

Primarily driven by events or activities that have yet to cause a
service impact (i.e. Incident)

Typically introduced as the problem management or other
processes mature/evolve (e.g. Release and Deployment
Management)



Assumptions & Observations

Incidents can exist without problems.

Problems primarily exist with Incident associations
(reactive problem management).

Incidents do not become problems - incidents are
symptoms of a problem.

Problems do not become changes. A request for
change is an output of problem management as a
result of solution identification.

A workaround can be identified prior to a root cause
being determined and hence, a known error.

Workarounds can be identified by the problem
resolution team, or others (e.g. customer, help desk
etc.)



ServiceNow Overview Screen Navigation Yale
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Welcome: Audrey Bribiescas §

@ Bookmark and pane-based Ul help c00 = .
Self Service Refresh: Off -

Welcome to Ul 2011
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News

%

Inspired by customer feedback and modern social tools Q. Advanced search

-
Split the screen horizontally or vertically for a -
combined list and form view
System banner and navigation menu toggle [E] Windows XP How-To: Manage Your Computer's Security 2011-05-19
-
e c -
Create and manage bookmarks B Quick Links ¢
A bookmark is a link to almost anything in the system (you're [E] Company policies
viewing one now). =] Company portal
Bookmarks are created by dragging a link to the left edge. FAQ =
Bookmarkable links No items
Modules from the navigator &

Breadcrumbs from lists My Requested ltems
Links from lists

Repors (= - Numbor | + item |« Approval

Keyboard shortcuts
CTRL+Click  Open a bookmark as a flyout

+ SHIFT + Click Open a bookmarkin a pane + Incident
= ALT+B Toggle the top banner HCI en

My Open Incidents e

= ALT+H Togale the horizontal split pane
« ALT+V Toggle the vertical split pane

+ ALT+N Toggle the left navigator

« ALT+M Maximize a specific pane

0 Internet | Protected Mode: On 3w ®100% v



Process Overview — Flow Chart

Problem Management Process
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Problem Management Roles

Problem Management Process
Owner

Problem Owner

Problem Manager /
Coordinator(s)

Service Owner

Problem Analyst (including
SMEs)

Ensures that all aspects of the problem management process are being executed
effectively. The Problem Manager takes a quality assurance rule over problem
resolution teams and is responsible for assembling teams effectively.

Assigned a problem and uses the Problem Analysts, Subject Matter Experts and
others to help assess and resolve the assigned problem. In some cases, the
Problem Owner will also be the Service Owner. The problem record will be
assigned to the Problem Owner.

Manages execution of the Problem Management process and coordinates all
activities required to respond to problems in compliance with SLAs and SLO's.
Receives problem candidates, assesses against criteria and initiates the problem
activities and eligible problems.

Ensures the service is managed with a business focus, the definition of a single
point of accountability is absolutely essential to provide the level of attention and
focus required for its delivery.

The Service Owner is accountable for Continual improvement and the
authorization of changes and improvements to the service and has financial
accountability.

As part of the resolution team, these resources come from stakeholders of a
service and include but are not limited to the business analysts, technical analysts
and Users of a service. Their responsibilities include assessing problems,
investigating the root cause and evaluating workaround for effectiveness. The
analyst is also responsible for producing the essential documentation.

Subject matter experts may be called upon to provide specific guidance on a
problem root cause or work around without actually be a member of the problem
resolution team.



Using the Problem Form Yale

| Required Fields

— Problem Requestor

- Source

- Type Level 1(s)

— IT Provider Service

— IT Component Category 1(s)
— Owner versus Assignment

— Short Description -> Knowledge Connection
- Impact

— Priority

— Assignment Group



Problem Requestor

e Search list - Enter NetID

O hitps://yyaletraining.service-now.com/navpage.do A g B 42| X -‘l ct conference venues Lo
=
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n Yale Switch to the old Ul Q- &
Welcome: Michael Okrent
Type filter text AAZ[Ew =
f-Servi ¥
— v Draft > In Progress > Known Error > Pending Change > Closed
Service Desk &
Number: PRB0040692 Problem Status: New -
Incident
IProhIem Requestor: Q Problem Owner Group: Q
Problem 3 s — N
‘@ ServiceNaw IT Service Management Suite - Windows Internet Bcplorer-éléu Q
[ Create New =B
@Assigned to me l‘o https://yaletraining.service-now.com/sys_user_list.do?sysparm_target=problem.u_problem_requestor8isysparm_targe ﬂ | ] | 5 M
{20 Known Errars i e -
[ Open Users ¥ Goto Lestname v | Q 1 to50of 20224 PR [
& Pending Al -
Al [ |« NetiD| < Namo | Firstname | - Lastname | < Email |
[l Ovenview | © middev0 =
. < midpilotwin =
= x @ dx24 Diviya . Diviya . diviya@yale.edu e &
Configuration < tierl Tier 1 Tier 1 3 Q
@ tier2 Tier 2 Tier 2 =
S < ala26 Amy Aaland Amy Aaland amy.aaland@yale.edu B Q‘ fe [
Reports @ hraT Hayden Aalvik Hayden Aalvik hayden.aalvik@yale edu
F < ara3’ Allister Aaron Allister Aaron allister.aaron@yale.edu I e
psme) ¥ < mka2 Michael Aaronian Michael Aaronian michael aaronian@yale edu D 08 117 )@
< sah25 Stephanie Aaronson Stephanie Aaronson stephanie_aaronson@yale_edu Qe
< nlab Nicole Aaronson Micole Aaronson nicole.aaronson@yale.edu
< sa2g2 Sumaira Aasi Sumaira Aasi sumaira.aasi@yale.edu
< sabdd Silvia Abad Merino Silvia Abad Merino  silvia abadmerino@yale edu -]
< dja2 Daniel Abadi Daniel Abadi daniel_abadi@yale_edu
© acadb Aaron Abajian Aaron Abajian aaron.abajian@yale.edu =
© ama2b Alexandra Abarca Alexandra Abarca alexandra.abarca@yale. edu =
< ncad Nadia Abascal Nadia Abascal nadia.abascal@yale.edu =)
< da299 Diana Abate Diana Abate diana_abate@yale edu
< abatera Riccardo Abate Riccardo Abate
< hta3 Hamara Abate Hamara Abate hamara.abate@yale_edu =]
< sja2 Stephen Abate Stephen Abate stephen.abate@yale.edu =
< had2 Heather Abati Heather Abati heather abati@yale_edu e
@ na2ss MNausheen Abbas Mausheen Abbas nausheen.abbas@yale.edu - CIEg =
@ Internet | Protected Mode: On v ®100% - -
Save & Exit
Related Links i

Done & Internet | Protected Mode: On v |10% -




Problem Sources

Problem Sources

e|dentified by the service desk.

e|dentified by Tier 2+ resources.

eDetermined through service improvement activities.

e Acceptable known errors captured during release review.
*The problem is likely related to an unsuccessful change.

¢ A functional enhancement request.

*The problem is being managed or was reported by a vendor.
eTypical problem manager trend analysis activities.

*The problem is related to a previous or inter-related problem.

*The problem was identified through a non-impacting (i.e. no
incident generated) event.

eThe problem was identified through some other means.



Source Field

e Pull Down List

— Step 1 Problem Detection

Welcome: Michael Okrent

Type filter text o -
AAZL roblem

= Required

field

Switch to the old Ul

Related Links

Self-Service H
Draft > In Progress > Known Error > Pending Change > Closed
Service Desk
Mumber: IF‘REIU[MU?ES Problem Status: New -
Incident
| Problem Requestor: Michael Okrent Qg Problem Cwner Group: Q
Problem
Location: Q Problem Cwner: Q
[* Create New
[ Assigned to me | source: - Mone — hd | Impact: 3 - Low -
Known Errors T Level 1: C lexity: -N - -
& IType Leve Change Management ompexty one
[ Open : . . R
Type Level 2: Continuous Service Improveme | Priority- 5 - Low -
L Pending : Customer-Reported ) l—
All Type Level 3: General Root Cause Request Opened: 2012-03-21 12:26:19
dll Overview 1T Provider Senvice: Incident Management - Tier 1 Opened by Michael Okrent
Incident Management - Tier 2
Change Configuration ltem: Event Management Follow-Up Date: [}
Configuration v . Problem Management )
v Asset/Device: Release and Deployment Man ] Assignment Group: Q
Service Catalog ¥ |IT Companent Category L1: | Vendar-ldentified Assigned To: Michael Okrent Qg E
Legacy System . .
Reports ¥ IT Component Category L2: | Gthyer Watch List: =R+
BSM Map ¥ IT Component Category L3: - Mone — - Time Worked: 001418/ 00 14 15 @
| Short Description: Qa
| Notes || Resolution || Related Records H QA |
Notes
Description: & =
Work Notes: 5 B
Workaround: "5 =
Root Cause: %5 8E —

.Done

0 Internet | Protected Mode: On

v ®M10% v




Problem Types

Problem Types
Reactive Trend
Reactive Trend
Reactive One-Time
Reactive One-Time
Reactive One-Time
Reactive Other
Proactive Release Pre-
Deployment

Proactive

Proactive

Known Error

Event-Driven
(Warning)

Other

Consistent
Inconsistent

Authorized
Change

Un-Authorized
Change
Major Incident

The problem is based on a clearly identified and recurring
associated incidents trend.

The problem is based on a trend of associated incidents that is
inconsistent but recurring.

The problem is related to incidents generated from a suspected
authorized change.

The problem is related to incidents generated from a suspected
unauthorized change.

The problem is related to a major incident where root cause
analysis was requested directly or determined to be necessary in
the major incident review.

The problem is related to one or more incidents that share some
other characteristic(s).

The accepted known error was identified as part of release and
deployment review activities. This also includes known errors
identified for COTS packages (i.e. release notes).

The problem is related to event monitoring warnings where the
service has not yet been impacted from a customer’s
perspective.

The problem has been identified proactively through some other
means.



Type Level 1

e AAZEY BProblem = Required field i -
Self-Service 4
v Draft > In Progress > Known Error > Pending Change > Closed
Service Desk b
Number: |F‘REI[][J:1[]?26 Problem Status: MNew -
Incident 4
= | Problem Requestor: Michael Okrent Q5 Problem Owner Group: Q
Probl A
rj: = = Location: Q Problem Owner: Q
Create New
» Assigned to me | Source: Incident Management - Tiel = | Impact: 3-Low -
{2 Known Errors | Type Level 1- - Mone - hd Complexity: — MNone — -
[& Open . L
[ Pending Type Level 2: Proactie | Priority: 5-Low -
All Type Level 3: Reactive Opened: |2[]12-[]3—21 12:26:19
Cail Ovenview IIT Provider Service: Q Opened by: IMichaeI Okrent
EETT2 v Configuration ltem: Q Follow-Up Date: |
EEi 2 IE T v Asset/Device: | Assignment Group: Q
Service Catalog ¥ | |IT Companent Category L1: — None — - Assigned To: Michael Okrent Qg 3
Reports ¥ IT Component Category L2: - None — - Watch List: a8
BSM Map ¥ IT Component Category L3: - MNone — - Time Worked: 00:22:48/ 00 22 |48 |@
ort Description: 1)
Short Descripti @
| Notes || Resolution || Related Records || QA |
Notes
Description: "5 EEH
Work Motes: 5 =
Workaround: =]
Root Cause: % BE —

Related Links

Done & Internet | Protected Mode: On dh v ®100% v



IT Service Provider

e Step 2 Continued

ol | E Switch to the old Ul Q-
Yale =
Welcome: Michael Okrent
-".\" " - -~ -
e AAC BProblem = Required field 0 ES e
- i »
Selfsenviee e Draft > In Progress > Known Error > Pending Change > Closed
Service Desk ¥
Number: |F'REIUU4U?2G Problem Status: New -
etaent | Problem Requestor: Michael Okrent Q@ Problem Owner Group: Q
Problem ~ .
Location: Q Problem QOwner: Q
[* Create New -
[ Assigned to me | Source: Incident Management - Tiel - | Impact: 3-Low -
{20 Known Errors | Type Level 1: Reactive - Complexity: - MNone - -
E;j IE’)E:;ing Type Level 2: - MNone — - | Priarity: 5-Low -
All Type Level 3: - MNone - - Opened: |2[]12-[]3-21 12:26:19
Calt Ovenview |IT Provider Senice: Q Opened by: |Michae| Okrent
v — —
chanae v /& ServiceNow IT Service Manag it Suite - Windows Internet Explorer gm : B
Configuration — - - - - - . . - Q
|° https://yaletest.service-now.com/u_it_provider_service_list.do?sysparm_target=problem.u_it_provider_service&syspan E
Service Catalog R — crent Q@@ 2
— IT Provider Services ¥ m Goto Name - Q 1 to20 of 24 BB
» Al -
v | enecwer [ L
< Active Directory (empty) &
< Alternate Central Authentication Senice (ACAS) (empty)
< Automated Call Distribution (ACD) (empty)
< Banner Solution (empty)
< BMS (AS400) Solution (empty) =
< BMS Web Solution (empty)
< CATV Semice (empty) -
< Central Authentication Senvice (CAS) (empty) =)
< Classes V2 Solution (empty)
< Classroom Support (empty)
< Content Management Service (empty) =l
< Data Warehouse Solution (empty) =
< ERP (Oracle) Solution (empty) >
< External Cloud Hosting (empty) B —
< FAMIS Solution (empty) o~
< High Performance Computing Solution (empty) T
< |DX Solution (empty)
< iExpense Solution (empty)
< InfoEd Solution (empty)
< Information Security (empty) S
— 1 to 20 of 34 BB On dy v H100% v




IT Component Category L1

Yale Swiitch to the old Ul a- @

b))
mid

Welcome: Michael Okrent

Type filter text AAZ[E-

Problem = Required field =
Self-Service
Draft > In Progress > Known Error > Pending Change > Closed
Service Desk
Number: |F'REIUU4U?25 Problem Status: New -
Incident >
v | Problem Requestor: Michael Okrent Qg Problem Owner Group: Q
Probl X
I__; = 2 Location: Q Problem Owner: Q
Create New
[® Assigned to me | Source: Incident Management - Tiel = | Impact: 3-Low -
{20 Known Errors | Type Level 1- Reactive - Complexity: - Mone —- -
[2 Open : N
[ Pending Type Level 2: - MNone — - | Priarity: 5-Low -
All Type Level 3: - MNone - - Opened: |2012-[]3-21 12:26:19
Caf Overview |IT Pravider Senvice: ERP (Oracle) Solution Qe Opened by: |Michae| Okrent
Chianos v Configuration ltem: Q Follow-Up Date: ]
ETT e T ¥ Asset/Device: | Assignment Group: Q
Service Catalog ¥ |IT Component Category L1: — None — - Assigned To: Michael Okrent Q. 2
Report ¥ Tc t Cat L2 Watch List: ¥
== = e Application Software aeh LS aé
BSM Map ¥ IT Component Category L3: |Data Time Worked: 00:32:29/ 00 -32 {29 |@
- Documentation
| Short Description: Facility Q&
Hardware

| Notes || Resolution || Relz pjatwork

Standards

Description: "5 Support Software =]
Virtual p
Waork Motes: %5 =0
Waorkaround: &% =
Root Cause: 5% BHE —

Related Links

Jone =] €D Internet | Protected Mode: On 3 v HI00% -



Short Description

o[ Y&Ie Switch to the old Ul a- [
ﬂ.
E Welcome: Michael Okrent
o
= Type filter text AAZ o
. = roblem = Required field =
@ Self-Service ¥
:| Draft > In Progress > Known Error > Pending Change > Closed
Service Desk ¥
Number: |F'REIU[J4U?"26 Problem Status: New -
Incident ¥
” | Problem Reguestor: Michael Okrent Qg Problem Owner Group: Q
Probl 2
— 2 Location: Q Problem Owner: Q
[* Create New ) - )
[ Assigned to me | Source: Incident Management - Tier + | Impact: 3-Low -
{20 Known Errors | Type Level 1- Reactive - Complexity: - Mane - -
[ Open i o
[® Pending Type Level 2: - None - - | Priority: 5-Low -
All Type Level 3: - None - - Opened: I2012-[]3-21 12:26:19
Cail Overview | IT Provider Senvice: ERP (Oracle) Solution Q@ Opened by: IMichaeI Okrent
LT v Configuration ltem: Q Follow-Up Date: =l
SEE T ¥ Asset/Device: | Assignment Group: Q
Service Catalog v |IT Component Category L1: Application Software - Assigned To: Michael Okrent Qe 3
Reports M IT Component Category L2: - None - - Watch List: 8 &
BSM Map ¥ IT Component Category L3: - None — - Time Warked: 00:36:56/ 00 -36 |56 |@
| Short Description: Journal transfer transaction aborts| @ &
| Notes || Resolution || Related Records || QA |
Description: %% =]
Work Motes: 5 BHH
Woaorkaround: 5% =]
Root Cause: 55 BHE —
Related Links il
me El €D Internet | Protected Made: On ‘a5 v ®100% -



Short Description (KB)

e Short Description must be empty to find KB articles

i@

-
-
-

©]

Yale

Type filter text
Self-Service
Service Desk
Incident

Problem

[ Create New
[ Assigned to me
6@ Known Errors
[& Open

[% Pending

All

ﬁ'j Overview
Change
Configuration
Service Catalog
Reports

BS5M Map

Welcome: Michael Okrent

AAZSE~

£«

»

L BE - SE - EE

£

4

Problem

Draft > In Progress > Known Error > Pending Change > Closed
Number: IF'REIU[MU?% Problem Status: New -
Problem Requestor: Michael Okrent i Problem Owner Group:
q ] p
Location: Q Problem Owner: Q
| Source: Incident Management - Tiel « | impact: 3 -Low -
| Type Level 1: Reactive - Complexity: - MNone — -
Type Level 2: - Mone — - IPriority: 5-Low -
Type Level 3: - None — € ServiceNow IT Service Management Suite - Wi Lnﬂg
IIT Provider Senvice: ERP (Or |° https://yaletest.service-now.com,/kb_find.do?sysparm_search=8sysparm_nameofstack=kbpop&sysparm_kb_search_t &
Configuration ltem: 0
Q Advanced search | _
Asset/Device:
| IT Component Category L1: Applicatiof| Knowledge search results Sl
a4 1 tez0ot26 P B |2
IT Component Category L2: - None —
IT Component Category L3: — None —| | Remote Deskiop Protocol - RDP blocked, requires Yale VPN via Refine results

= Required field

Switch to the old Ul

[Seciea |1 B =]l

| Short Description:

| Notes || Resolution || Related Recol

Description: %%

Wark Notes: %5

Workaround: "%

Root Cause: "%

Related Links

Q-

access.yale.edu

Symptoms Unable to use RDP to access Yale computer. Cause RDP functionality changing
because of security issues. Resolution To use RDP, you must use the Yale VPN at
https://access.yale.edu

KB0010140 Fublished: 20120218 Last modified

New Corporate Travel Pollc'\,r
KB0000020 F ed: 20081224 La

dified: 2009-12-21

SAML 2 Single Signon Configuration for Salesforce instances

Login as Administrator Setup (under your username) - Security Controls (Left Mav under
Administrative Setup) - Single Sign-on Settings Click the edit button, then check the SAML
enabled box. Enter the following information: Option Value SAML Version 2.0 Identity Provider
Certificate ...

KB0010022 Fublished: 20120215 Last modified: 20120217

VPN Anyconnect Setup

VPN AnyConnect Setup Obtain a d_netid from Paul Thorne and your manager. This id is your
regular netid with "d_" prefixed. Once you obtain a password, you will need to log off your
desktop and log back in with your new d_netid in order to change the password. This is done
only once. Download and |n9ta|l ASA VPN
KB0010005 Fubli

lished: 201 06 Last difie

General (5)
Policies (8)
Benefits (2}
Applications (2)
Workaround (1)
Email (1)
Outlook (1)
News (2)
Known Error (1)

& Internet | Protected Mode: On

v(;]v #100% ~



Problem Prioritization

Medium

Low 5 4 3

High Medium Low

Complexity

High The problem is causing a high number of customer impacts, often derived through the
volume and priority (e.g. high impact) of associated incidents. In addition, problems that are
deemed to be incurring high expense or lost revenue would be considered high impact.

Medium The problem is causing a some customer impacts, often derived through the volume and
priority (e.g. medium impact) of associated incidents. In addition, problems that are deemed
to be incurring expenses or potentially lost revenue would be considered medium impact.

Low The problem is having a minimal impact on customers, often derived through the volume and
priority (e.g. low impact) of associated incidents. No appreciable revenue lost is predicted.

Value Description

Value Description
High The problem is complex due to factors including very high costs and/or significant effort
required by IT support staff to diagnose and/or remove the problem.
Medium The problem presents some complexity due to a combination of cost and/or requirement to

focus a large number of resources (or a select few who are critical) to diagnose and/or
remove the problem.

Low Acceptable or minimum complexity due to costs and/or resource requirements to diagnose
and/or remove the problem.



Impact

e Step 3 Prioritization

Yale Switch to the old Ul Q- O

Welcome: Michael Okrent

vpe filter tex P
Type filter text AAZT Problem = Required field 1

o . - 2 |
New Draft In Progress Known Error Pending Change Closed
: > newes > > ooy >

Service Desk
Number: |F'REIUU40?25 Problem Status: New -
Incident
| Problem Requestor: Michael Okrent Qg Problem Owner Group: Q
Probl S
—_— 2 Location: Q Problem Owner: Q
[* Create New i - .
[® Assigned to me | Source: Incident Management - Tiel = | Impact: 3- L.ow |LJ
{20 Known Errors | Type Level 1: Reactive - Complexity: 1- ngh_
[& Open 2 - Medium
[% Pending Type Level 2 --Mone - - | Priority-
All Type Level 3: - Mone — - Opened: |2012-03-21 12:26:19
Cail Oveniew | IT Provider Senvice: ERP (Oracle) Solution Qg Opened by: |Michae| Okrent
Chanos v Configuration ltem: Q Follow-Up Date: E
ST EIE T ¥ Asset/Device: | Assignment Group: Q
Service Catalog ¥ | IT Component Categary L1: Application Software - Assigned To: Michael Okrent Q. 3
Reports ¥ IT Component Category L2: — None — A Watch List: & &
BSM Map ¥ IT Component Category L3: — None — - Time Worked: 00:43:167 00 -43 |16 |@
| Short Description: Journal Transfer Transaction Aborts Qe

| Notes || Resolution || Related Records || QA |

Description: & BE
Waork Notes: & EI

|
Workaround: "5 =]
Root Cause: &% E| -

Related Links

Done E & Internet | Protected Mode: On dy v H100% v




Priority

e Step 3 Prioritization

Yale Swiitch to the old Ul a- @

Welcome: Michael Okrent

soe filter te oo
Type filter text AAZC MProblem = Required field 1

Self-Service
Draft > In Progress > Known Error > Pending Change > Closed
Service Desk
Number: |F'REIUU4U?2G Problem Status: New -
Incident
| Problem Requestor: Michael Okrent Q@ Problem Owner Group: Q
Problem )
Location: Q Problem Cwner: Q
[ Create New _ - _
[® Assigned to me | Source: Incident Management - Tiel - | Impact: -
{EJ Known Errors | Type Level 1- Reactive - Complexity:
[5 Open : N
[ Pending Type Level 2: - MNone — - | Priority:
All Type Level 3: - MNone - - Opened:
Cal Overview IT Provider Service: ERP (Oracle) Solution i) Opened by:
L] p
Chanos v Configuration ltem: Q Follow-Up Date:
ST IR T ¥ Asset/Device: | Assignment Group:
Service Catalog ¥ | IT Component Category L1: Application Software - Assigned To: Michael Okrent QB 2
Reports ¥ IT Component Category L2: — MNone — - Watch List: ag
BSM Map v (10w Component Category L3: - None — - Time Worked: 00:44:28/ 00 -44 |28 @
| Short Description: Journal Transfer Transaction Aborts Q&
| Notes || Resolution || Related Records || QA |
Notes
Description: "% =1
Work Notes: & =
Workaround: &% =]
Root Cause: &% B —

Related Links

Done El e Internet | Protected Mode: On v(;]  HI100% -



Assignment Group

o Step 3 Assignment

- Yale Switch to the old Ul a- @
@E Welcome: Michael Okrent
*
e filter te -~ -~
P AAZE Y BProblem = Required field =
@ Self-Service K4
” Draft > In Progress > Known Error > Pending Change > Closed
Service Desk ¥
Number: |PREIUU40693 Problem Status: New -
Incident K4
| Problem Requestor: Michael Okrent Qg Problem Owner Group: Q
Problem A .
Location: Q Problem Owner: Q
[* Create New i : . ;
[ Assigned to me | Source: Incident Management - ~ | Impact: 2 - Medium -
{20 Known Errors | Type Level 1: Reactive - Complexity: — Mone — -
[ Open. Type Level 2: — None — - | Priority: 4 - Average -
) Pending
All Type Level 3: — None — - Opened: |2[]12-[]3-21 13:19:34
rovider Senvice: racle) Solution ] pened by: ichael Okrent
La Ovenview IT Provider Seni ERP (Oracle) Soluti i) Opened Michael Ok
Change ¥ Configuration ltem: (o} Follow-Up Date: |
ETT LRI 2 Asset/Device: | Assignment Group: f Q
B . A - ) Facilities Systems =
el Catal ¥ - E
rvice og ¥ |IT Component Category L1: Application Software Assigned To: Facilties Systems - Q@@
Reports ¥ IT Component Category L2- - Mone — - Watch List- FAMIS
_ _ Film Study Center
BSM Map b4 IT Component Category L3: — None — - Time Worked: Finance Systems b
| Short Description: Journal Transfer Transaction Aborts Financial Planning and g &
Systems
| Notes || Resolution H Related Records || QA | Fruition Partners
Notes
Description: " S]]
Work Motes: %5 B
Waorkaround: "% =]
Root Cause: "% BE —
Related Links A

Dene El e Internet | Protected Mode: On dh v ®100% -



L.ab - Create a Problem

* Problem
— Create a Problem from an incident using the incident queue
 In the Incident Section on the left navigation pane, Click on Open
 Select Incident and click on number in the incident column

« Hover over incident on the left side of the blue bar at top, click
create problem

« Complete required fields, click Save and Stay on blue bar at top of
screen or press Save and Exit

— Update a Problem
 In the Problem Section on the left navigation pane, Click on Open
« Update Workaround, Root Cause or other fields as required
 Press Save and Exit



Problem States

* New
— Problem Logged
* Draft

— Problem Accepted by Problem Manager

* In Progress
— Root Cause Determined/Resolved — No Action Take/Deferred

*  Known Error
— Change Scheduled/Unresolved/Accepted Known Error

*  Pending
— Change Resolved — Root Cause Removed
* Closed

L
"-
.
.
L ]

*

L]
L il

/\ Problem Root Cause Change "4  ,*"Resolved
Problem

Accepted Determine Scheduled e -
Logged by In Pendin Root

Problem [hdeeEs g Cause

Manager £ Chang Removed

Unresolved !

Resolved —
No Action Taken /
W ccepte;iolr'(n own /

Problem




Incident -> Problem -> Change

(€Mincident = Required field Duplicate Incident Resolve Incident 0N = R}

Incident state: Mew - Opened: |2E|12-E|2-2? 14:45:48
Incident: INCO010894 Opened by: |I"u'1i|:hael Okrent
Caller: Q Impact: 3-Low -
Reported By: Q Urgency: 3 - Low -
Motify: Send Email - Priorty: 4 - Average -
Contact type: Phone - | Assignment group: Q
Location: Q Assigned to: Michael Okrent Qg
IT Business Senvice: Q Watch list: 8%
Incident Type: - Mone — - Knowledge: ]
IT Provider Senvice: Q Time worked: 00-:01:14/ 00 -01 14 | @
Asset/Device:
IT Component Category L1: - Mone — -
IT Component Category L2: - Mone — -
IT Component Category L3: - Mone - -

| Shart description: Q&

| MNotes || Related Records || Resolve Information || QA || Security |

Related Rernrd-

Problem: Q Change Request:
Parent Incident: KB Aricle:

Duplicate Incident Resolve Incident

ol




Working on a Problem

. . . Switch to the old UI -
Yale 17 service Management Suite e @
Welcome: Michael Okrent § Update Set: |aSEM Ba o A =

[of|*

Save & Stay
Close Probl
[Ngr  OSEFTODEm PRB0040700 | Problem Status: Closed -
Create Change
[Pro Michael Okrent Q3 Problem Owner Group: Q
Personalize  »
Laoc Q Problem Owner: Q
Templates »
[sm Export b General Root Cause Re = | Impact: 3 - Low -
v view » Reactive - Complexity: - Mone - -
Typ Assign Label » Cne-Time - I Priority: 5-Low -
JImF  Copysys_id ERP (Oracle) Solution
Cor  Show XML ) i -
. Thefollowing mandatory fields are not filled in: Resolve Motes, Root ]
History » Lh Cause, RCA Code, Resolution Code
Ass —r am
Reload form
IT 1: Documentation - Q@
IT Component Category L2: -- Mone - -
" IT Component Category L3: - MNone — - @
IShort Description: Cracle Forms Problem Q =
INotes ||IResolution || Related Records || QA |



Root Cause Analysis Task States

* Open

— RCA Task Assigned to Group

- Assigned

— RCA Task Assigned to Group Individual

* In Progress
— RCA Task Completed

 Closed

RCA RCA Task

Task -
Assigned ASSEHEG

to Group Individual

Root
Cause
Analysis
Task

RCA
Task
Complet
ed



Case 4 - Escalate an Incident to a Problem Yale

o Michael Okrent calls the service desk with a complaint that his
MFD printer is not printing all his jobs.
- Click Incident in left Navigation Panel, then Click Open

— Find an Incident with Client = Michael Okrent, Short Description
contains Printer

— Escalate the Incident to a problem.
— Save and Exit the incident

— Open the problem, Problem Group is INF Infrastructure, Problem
Owner is Louis Tiseo,

— Create a Root Cause task to investigate the reason for the printer
printing intermittently.

— Suspect that it may be the print server. Since scans work without
delay.

— Assign the task to winsys Ken Hoover to investigate the server
— Ken reports that the server is missing a required patch that will fix
the problem.

— Create a Change request so that the patch can be installed



Find an Incident like the one below: Yale

/& ServiceNow IT Service Management Suite - Windows Internet Explore: E X

m = l| o https://yaletraining.service-now.com/navpage.do P~

solar eclipse dates north america

More»» 0 ﬂM
>

File Edit View Favorites Tools Help % (@) Share Browser WebEx v| % @Convert v [ Select x Google + | * search

7. Favorites s n Home - Motley Fool Stoc... o ServiceNow - UAFS Servic... &) SNCWiki & | ITS050A - ServiceMow Pha... & | PMI Monthly DEP g | HP Quality Center 10 b ServiceNow Training Insta... o ServiceNow Demo

»

=i Q ServiceMow IT Service .. X a ServiceMow IT Service Ma... o ServiceMow IT Service Ma... & . - =3 @ + Page~v Safetyv Tools~ @v )
EE Yale Switch to the old U Q- &
Welcome: Michael Okrent § WGEIGCET ol Default

-
Type filter text P . . -
e AAZ Incidents m Goto Incident - Q 1 to50of21E BB —

Self-Service OAII = Active = true
Incident

[* Create New and Short Description - starts with = printer Ty ] %

G |3

o
Service Desk v Run|[save..| | &y L& | &

Client vis « Michael Okrent LT

»

m

[& Assigned to me

Co Assi o My Group E
& Opeﬂ 3 Incident v Short Description | « Category | « IT Component Category L1 « Assignment Group
[& Ope ssigned ~ INCO0011726 Trude Storelvmo  New standard laptop 5-Low In Progess CTS Senvice Desk
[7 Resolved O G install needed for n
[ Closed Trude Storelvmo
All = L='@ INC0011724  Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semnvice Desk
Cai Ov.e.r\new ) [[] Cg IMC0011723 Michael Okrent Printer Intermittent Hardware 5 - Low In Progess CTS Semvice Desk
Ay Critical Incidents Map 4 —
I [ @ INC0011722 Michael Okrent Printer Intermittent Hardware 5- Low In Progess CTS Semvice Desk l
Probl ¥ _
— = [[] C@ INC0011721  Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semnvice Desk
@ g Llo oemice Uesk
SiETe ¥ [[] Cg INC0011720 Michael Okrent Printer Intermittent Hardware 8- Low In Progess CTS Semvice Desk
EITEIECTE ¥ [[] Bg INC0011719 Michael Okrent Printer Intermittent Hardware 5 - Low In Progess CTS Senvice Desk
Discovery ¥ [[] Cg INCD011718 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semnvice Desk
Discovery Definition ¥ [[] Cg INC0011717 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semvice Desk
Service Catalog ¥ [[] Cg INC0011716 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semvice Desk
[[] Cg INC0011715 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semvice Desk
Knowledge Base b4 .
[[] C@ INCD011714 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Senice Desk
Raset Rortlo ¥ [[] Gg INC0011713 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semvice Desk
Asset Contracts ¥ [[] Cg INC0011712 Michael Okrent  Printer Intermittent Hardware 5- Low In Progess CTS Senvice Desk
Reports ¥ [[] Cg IMC0011711 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semnvice Desk
BSM Map ¥ [[] C@ INC0011710 Michael Okrent Printer Intermittent Hardware 5-Low In Progess CTS Semnvice Desk -
P . mllad] [ | i | 3
Done E € Internet | Protected Mode: On Sy v H100% v

COSEWE% 3



Type filter text A A
Self-Service

Service Desk

Incident

[* Create New

[® Assigned to me

[& Assigned to My Group
® Open

[ Open - Unassigned
[,# Resolved

[(@ Closed

All

(il Overview

A Critical Incidents Map

Problem

Change
Configuration
Discovery
Discowvery Definition
Service Catalog
Knowledge Base
Asset Portfolio
Asset Contracts
Reports

BSM Map

Content Management
ECC

Homepage Admin
Integration - Microsoft SM5/5CCM
Metrics

MID Server

SAML 2 Single Sign-on

Complete the text below

ncident

Required field

(OLEICRT M Default

£ | (€L | (€€ | € | [€€ | €€ | [ |4 | [€ | (€€ | €€ | |€E | (€L | €K | (€€ | €4 | |

<<

| Incident State: Assigned
Incident: IINCUUHGQU

| Client: Michael Okrent QE@E
Contact: Q

| Natify- Email

| Contact Type: Phone

| Location: 25 SP 4478

m

| IT Business Senice:
| incident Type:

| IT Provider Semvice:

Qe
Personal Productivity QB
Senice Interruption
Personal Computing Q
| IT Component Category L1: Hardware
| IT Component Category L2: Network Printer (MFD)

IT Component Category L3: — None —

| Short Description: Printer Intermittent

| Notes || Related Records || Resolve Information || QA |

In Progress

-

On Hold
Opened:
Opened by:
| Impact:
I Urgency:
| Priarity:

| Assignment Group:

Assigned To:
Watch List:
Knowledge:
Time Waorked:

IAdditionaI Comments (Customer visible): "%

| Work Motes: &

Workaorund use Printer 431a which is at the other end of the aisle until regular printer issue is determined.

> Resolved

|2[]12-[J4-1[] 20:59:08

IDawn Colonese

3- Low

3 - Low

5-Low

CTS Service Desk
Dawn Colonese

B

O

00:05:22/ 00 - 05 - 22

Q
Q

&l &l

Closed

&

|

| Description: &

(=Rt

Save & Exit Assign to me Mark as Duplicate

IWas able to print 2 out of 5 documents sent to printer. Issue was able to be duplicated.

J

Done

€ Internet | Protected Made: On

v B100% <



g ServiceNow IT Service M

@ - |° https://yaletraining.service-now.com/navpage.do

gement Suite - Wi

Jows Internet Expl

orer

=@ =

- G|=m[4]x

L) - -
':‘l solar eclipse dates north america

File Edit View Favorites Help ‘ % (@) ShareBrowser WebEx v | x @ Convert v [ Select ‘ x  Google v MY search - | More» 0| fHm
77 Favorites o n Home - Motley Fool Stoc... Q ServiceNow - UAFS Servic... &) SNCWiki & | ITS050A - ServiceMow Pha... & | PMIMonthly DEP g | HP Quality Center 10 Q ServiceMow Training Insta... Q ServiceMow Demo =
Jg_g—tbswcewowrrswce... % | ServiceNowIT Service Ma... |{) ServiceNow IT Service Ma.. |_| ta - v [ @ v Pagev Safetyv Toos~ @~ &2 |
Ya,le IT Service Mana gement Suite Switch to the old Ul a- &
EE] [= [ L

Lo

Incident

New

| Incident State:
Incident:

| Client:
Contact:

| Natify:

| Contact Type:
Location:

| IT Business Senice:

| Incident Typa:

| IT Provider Senice:

= Required field

Assigned

Assigned

{INC0011690
Michael Okrent
Michael Okrent
Email
Phone
25 SP 447B
Personal Productivity
Senice Interruption

Personal Computing

IT Component Category L1: Hardware

IT Component Category L2: Network Printer (MFD)

IT Component Category L3: - MNone —

| Short Description:

Related Records

Problem:

Parent Incident:

Mark as Duplicate

Printer Intermittent

| Notes || Related Records || Resolve Information || QA

L P
8l &l

o P
&l &l

el

In Progress

Welcome: Michael Okrent § Update Set: [aEENI
= On Hold

Opened:
Opened by:
| Impact:
I Urgency:
| Priority:

| Assignment Group:

Assigned To:
Watch List:
Knowledge:

Time Worked:

] @ ServiceMow IT Service M;

T =

0 https://yaletraining.service-now.com/problem_list.do?sysparm_target=incident.problem_id&sysparm_target_value=& % &

> Resolved >

|2012-04-1U 20:59:08

|Dawn Colonese
3-Low -
3-Low hd
5-Low

CTS Senvice Desk

Jolye
8l &l

Dawn Colonese

-

aé
]
00:16:41/ 00 :06 - 35

< PRB0040726
< PRBO040724
< PRB0040720

< PRB0040718

« Short Description

IRES application is having performance issues

outage in Seabury Hall
ERP
test

Q

1 to 28 of 38

Closed

m

C‘Iﬂ. EI FH ?’ 'J 4 !|I- W

v(;] -

all ¥

H100% -
944 PM
4/10/2012




Complete Required field, click Save&Exit Yale

/€ ServiceNow IT Service Management Suite - Windows Internet Explarer l = | [ 23
@ - |° https://yaletraining.service-now.com/navpage.do - % | ] | "‘?| X '-.' solar eclipse dates north america Fe v|
File Edit View Favorites Tools Help ‘ X O Share Browser WebEx - | ‘ X @Conver‘t ~ [ Select ‘ x Go g|€ - "' Search ~ - More>» 0 ﬂ M

3

5l¢ Favorites s n Home - Motley Fool Stoc... o ServiceNow - UAFS Servic... (&) SNCWiki & ITS050A - ServiceMow Pha... @ | PMIMeonthly DEP g | HP Quality Center 10 o ServiceMow Training Insta... o ServiceMow Demo

oo .
oo

OServiceNowlTService... X|° ServiceMow IT Service Ma... |° ServiceMow IT Service Ma... | | & M S (=] Qéa ~ Page~ Safety~ Tools~ @' & 4

Yale Switch to the old Ul a- @
- Welcome: Michael Okrent ¥ Update Set: [BEEMS |Z| a Gl

-

»

[€BIncident = Required field

New In Progress > On Hold > Resolved > Closed

[ Incident State: Assigned & ServiceNow IT Service Management Suite - Wi [E=SEEESC)
Incident: IlNCUUHSQU |° https://yaletraining.service-now.com/problem.do?sys_id=-18sys_is_list=truefisys_target=problem&sysparm_checket g
| Client: Michael Okrent QE
Contact: Michael Ckrent Q e Problem = Required field |
[ Notify: Email | | Number: PRBO040727
| Contact Type: Phone Assigned To: Dawn Colonese )
Location: 25 SP 4478 (oY} ort Descrption: Printer Intermitten &
| IT Business Senice: Personal Productivity Qg | Description: " ] - -
[ Incident Type: Senice Interuption Problem was escalated because remote diagnosis did not resolve the consistently itermittent printing.
i IIT Provider Service: Persanal Computing Q i} BJ )

IT Component Category L1: Hardware

IT Component Category L2: Network Printer (MFD) E

IT Component Category L3: - None —

| Short Description: Printer Intermittent Related Links =
Communicate Waorkaround
| MNotes || Related Records || Resolve Information || QA | Post Knowledge
Related Records 1| |
Problem: Q
Parent Incident: Q

Done @ Internet | Protected Mode: On d3 v H100% - fa v HI100% ~

mw - 9:46 PM
CO®@EV £ % M ™ T
4/10/2012

all ¥




Problem 1is associated with Incident

/& ServiceNow IT Service M ment Suite - Wind: Internet Explorer l = | [ =2
|

@ - |° https://yaletraining.service-now.com,/navpage.do < ﬁ | ] |"f| A '-.l solar eclipse dates north america s -
Th EL Voo Eenas hEs A ‘ x O Share Browser WebEx ~ | ‘ x @Conver‘t v [B5 Select ‘ x Go g|€ - "' Search v -| More» 0 ﬂ M

»

7 Favarites = n Home - Motley Fool Stoc... a ServiceNow - UAFS Servic... {5) SNCWiki & | ITS050A - ServiceMNow Pha... @ | PMI Monthly DEP @ | HP Quality Center 10 a ServiceMow Training Insta... a ServiceNow Demo

a8 v|° ServiceMow IT Service ... X |° ServiceMow IT Service Ma... |° ServiceMow IT Service Ma... | | ﬁ M = @ > Pagev Safety~ Tools~ ®' &0

3

Yale Switch to the old Ul a- [
Welcome: Michael Okrent ¢ Update Set: [nISEN0d
ype filter tes - ‘
i AEae =l = Required field Mark as Duplicate Save & Exit
Self Service U Inotify: Email - | Priority: 5- Low
Service Desk ~ - —
" | Contact Type: Phone | & ServiceMow IT Service Management Suite - Windows Internet Explorer ._
Incident & Location: 25 SP 447B
E.I' c N 3 |° https://yaletraining.service-now.com,/ref_list_pick_close.do?sysparm_value=fb4190ced5d9a000d54b2af57 e3e3d99 8esys ﬁ
reate New | IT Business Senice: Personal Productivity — — N
[& Assigned to me —{ | Updating form with inserted value 1
[& Assigned to My Group L | Incident Type: Senvice Interruption
I Open IIT Provider Senvice: Personal Computing
[% Open - Unassigned —
[» Resolved IT Component Category L1: Hardware -
% Closed IT Component Category L2: Network Printer (MFO
[ Al .
£ Ovenview IT Component Category L3: - None -
£ Critical Incidents Map || | Short Description: Printer Intermittent =
Fl H
Problem g Notes | | Related Records || Resolve Infarmatio
Eizre v Related Records =
Configuration v E PRB0040728 | |
Discowvery ¥ - o o
DEEEE Yy DR ¥ Mark as Duplicate
Service Catalog b
Knowledge Base . .
["Affected Cls || Child Incidents || Task SLAs (3
Asset Portfolic
Affected Cls = [ 5l | Goto Configurstion ltem =
fest ot P Task = INC0011690
SEEEE v « Configuration ltem
BSM Map b | &
- - o
Done & Internet | Protected Mode: On da v H100% v

=3 rﬁ_l ‘ ol = T T © - emom Y B e i



Yale

Welcome: Michael Okrent §
Type filter text
Self-Service
Service Desk

Incident

[_F'mblem

[ Create New
[& Assigned to me

g0

5 Pending
All
ITj Qverview

Change

£

AAZ[E~

m

Problems ~ m Gote Number

¥ All=» Active = true

[ G| PRBO040728

] GG PRB0040727

PRB0040726
]

él

PRB0040724

al

PRB0040720
PRB0040718
PRB0040717

o oo o
el &l

&l

s Ckort Description
H Intermittent
B Intermittent

IRES application is
having performance
issues

outage in Seabury
Hall

ERP
test

Test Problem (Short
Description)

- | Q

+ Problem S5tatus | + Assignment Group
New

MNew

New

Pending Change

In Progress
MNew

Pending Change

SSG Research Enterprise

CTS Semnvice Desk

SSG HR and Payroll Systems

SSG Finance Systems
SSG HR and Payroll Systems

Switch to the old Ul

Update Sett aEiEN

Dawn Colonese
Dawn Colonese

Ramesh Gade

Dawn Colonese

Jack Medoff
Kronkanok Ratanasaka

Robert Goclowski

Yale

1 to 37 of 37

« Assigned To « Configuration Item | % Related Incidents

1
0
0

m




Complete required field as below

ol AA Problem = Required field =
Self-Service ¥
Y Draft > In Progress Known Error > Pending Change > Closed
Service Desk ¥
Number: |F'RB[JU4U?28 | Problem Status: Draft A
Incident % _ _
Y | Problem Requestor: Dawn Colonese QB | Problem Owner Group:  INF Data Center Operatior O, [g
Probl A _
E: = 2 Location: Q | Problem Owner: Louis Tiseo Q.8
Create New - %
Eé!—\ssigned to me ISource: Incident Management - Tier 1 Impact: 3-Low -
{20 Known Errors | Type Level 1: Reactive | Complexity- 2 - Medium -
E%,,Open . L -
[ Pending Type Level 2: - Mone — Priority: 4 - Medium v
All Type Level 3: - MNone - Opened: |2[]12-[]4-1[J 22:06:44
Cail Oveniew IT Provider Service: Q Opened by: IDawn Colonese
EIEe v | Asset/Device: 431b | Follow-Up Date: 2012-04-17 22:20:58 =l
EITEIEC ¥| |g|| |IT Component Category L1: Hardware | Assignment Group: CTS Senice Desk Q8
Discovery v |IT Component Category L2: Network Printer (MFD) Assigned To: Dawn Colonese Qe A
Discovery Definition v IT Component Category L3: — MNone — Watch List: =R
Service Catalog ¥ Time Worked: 00:03:53/ 00 :03 53 |@
Knowledge Base 4 IShort Description: Printer Intermittent &=
4
Asset Portfolio ¥ | Notes || Resolution || Related Records || QA |
Asset Contracts ¥ Notes 8
Reports ¥ | Description: & =]
BSM Map e Incident was escalated beacuse remote diagnosis was unable to resolve issue with printer intermittent printing. =
Content Management ¥ Work Notes: “@ =
ECC ¥ — I
- Workaround: %5 =
Homepage Admin k4
Integration - Microsoft SMS/SCCM & o 5 ;
Root Cause:
Metrics. ¥ =
2 S0 v O Actiity 5
SAML 2 Single Sign-on ¥ Save & Exit
Service Level Management ¥
TR, || Roced Uik
Communicate Waorkaround
Survey ¥ Paost Knowledge
System Definition ¥
System Diagnostics ¥ LA E] i I 2
El € Internet | Protected Mode: On v H10% -




Scroll to bottom to note related incident

Type filter tex P -
el AACEY roblem = Required field
Self-Service ¥| o lype Level 3: Opened: |2012-04-10 22
Service Desk e IT Provider Service: Q Opened by: |Dawn Colonese
Incident ¥ | Asset/Device: 431b | Follow-Up Date: 2012-04-17 22:20:58 E
Problem % | IT Component Category L1: Hardware - | Assignment Group: CTS Senvice Desk Q@
[ Create New | IT Component Category L2: Network Printer (MFD) - Assigned To: Dawn Colonese Q@
L& Assigned to me IT Component Category L3: - Mone — - Watch List: 8 & il
{20 Known Errors
D;.Open Time Worked: 00:05:21/ 00 05 21 |@
L& Pending | Short Description: Printer Intermittent =
All
Call Overview | Notes || Resolution || Related Records || QA |
Change ¥ Notes
Configuration ¥ |z| | | Description: %% S|
T ¥ Incident was escalated beacuse remote diagnosis was unable to resolve issue with printer intermittent printing. =
oi S — - Work Motes: =
Service Catalog b I
Workaround: "5 =]
Knowledge Base b
4 i ]
Asset Portfolio b Root Cause: @ o
Asset Contracts ¥ i
Reports ¥ B Activity > g |=
Content Management ¥
Related Links
ECC ¥ -
Communicate Workaround
Homepage Admin ¥ Post Knowledge
Integration - Microsoft 5MS/SCCM ¥
Metrics e . .
Incidents (1) || Root Cause Tasks || Time Worked || Metrics (1) || Change Requests
MID Se: ¥
e = Incidents « m =i Goto Incident - Q 1 to1of1 =
SLLBE 2E v ¥ Problem = PRB0040728
e e v < Short Description < IT Component Category L1 < Assignment Group | « Assigned To
EET | [ 06 INCO011690 Michael Okrent ~Printer Intermittent Hardware 5-Low  Assigned CTS Senice Desk ~ Dawn Colonese
T ¥ ]  Actions on selecte o 1 to1of1
System Definition ¥ Ny
System Diagnostics ¥ - || 4 1 | ;-’

Done E € Internet | Protected Mode: On da v ®100% v



Click Root Cause Task Tab and New

Related Links
Communicate Workaround
Post Knowledge

| Incidents (1) ‘ Root Cause Tasks || Time Worked (1) H Metrics (2) H Change Requests |

Root Cause Tasks ~ |- Gntn Number - Q E

¥ Problem = PRB0O040728

m « [ pnfiguration ltem % Short Description % Assignment Group % Assigned To

[€BProblem Task = Required field il

Number: PTASK0010037 | State: In Progress -
Configuration ltem: Q | Assignment Group: INF Windows Systems O g E
Priarity: 4 - Medium - | Assigned To: Kenneth Hoover Q@
Due date: E Work notes list: i
Problem: PRBE0040728 QB
| Short Description: Printer Intermmitent =
Description: "% =1

Work MNotes: "5 B
Potential RCA to investigate - Physical Connections, Server Configuration, Printer MFD defactive|

Resolve Notes: "% BEIE

) 5]




Update Provider and Status

| Incidents (1) || Root Cause Tasks (1) || Time Worked (1) || Metrics (2) || Change Requests |

Root Cause Tasks ~ m Goto Mumber - Q 1 to 1 o1 =

¥ Problem = PRB0040728

m « Configuration ltem % Short Description % Assignment Group + Assigned To
[[] O PTASKO0010037 4 - Medium In Progress Printer Intermmitent IMF Windows Systems Kenneth Hoover

I:‘ Actions on selected rows... -

1 to1of1

[€BlProblem = Required field 0 ¢oEEe
MNew > Draft Known Error Pending Change Closed

MNumber: |F'REIU[]4UT28 | Problem Status: In Progress ﬁ
| Problem Requestor: Qg

Location: Q Problem Owner: Louis Tisea
[ Source: Incident Management - Tier 1 - Impact: 3-Low -
[ Type Level 1: Reactive - Complexity: 2 - Medium -
Type Level 2: - MNone — - Priority: 4 - Medium -
Type Level 3; — Mone — - Opened: |2012-U4-1U 22:06:44
[T Provider Senvice: Infrastructure Services Qg E Opened by: IDawn Colonese
Asset/Device: 431b Follow-Up Date: 2012-04-17 22:20:58 =]
IT Component Category L1: Hardware - | Assignment Group: CTS Senvice Desk Qg
IT Component Category L2: Metwark Printer (MFD) - Assigned To: Dawn Colonese Qg

IT Component Category L3: - None — - Watch List: B &

Time Waorked: 00:11:027 00 -00 {44 @




Close RCA Task

Problem Task = Required field

PTASK0010037

Mumber:

Configuration ltem: QqQ, | Assignment Group: INF Windows Systems
Priority: 4 - Medium - | Assigned To: Kenneth Hoover Qg
Due date: El Wark notes list: 8 &
Problem: PRBO040728 Qg
| Short Description: Printer Intermmitent =
Description: "% HH
Work Notes: 5% SE:]

Resolve Notes: BEE 4
Problem was identified as missing patch on print server. Needs change request for service patch install.
El Activity > 8

= 2012-04-10 22:44:08 Dawn Colonese - Changed: Assigned To, Impact, Opened by, Friority, Werk Notes
ws Assigned To: Kenneth Hoover
Impact: 3 - Low
Opened by: Dawn Colonese
Priority: 4 - Medium
& Potential RCA to investigate - Physical Connections, Server Configuration, Printer MFD defective



Update Status to Pending Change

Problem = Required field

Mew > Draft > In Progress > Pending Change

MNumber: IF'REIU[MU?QB | Problem Status: Pending Change -
| Problem Requestor: Q3 Problem Owner Group:  INF Data Center Operatior 4, %

Location: Q Problem Owner: Louis Tiseo Qg
| Source: Incident Management - Tier 1 - Impact: 3-Low -
[ Type Level 1: Reactive - Complexity: 2 - Medium -

Type Level 2: - Mone — - Priority: 4 - Medium -

Type Level 3: - Mone - - Opened: |2U12—U4—1U 22:06:44

IT Provider Semvice: Infrastructure Senices Qg Opened by: |Dawn Colonese

Asset/Device: 431b Follow-Up Date: 2012-04-17 22:20:58 ]

IT Component Category L1: Hardware - | Assignment Group: CTS Semvice Desk Qg

IT Component Category L2: Metwork Printer (MFD) - Assigned To: Dawn Colonese C—L i)

IT Component Category L3: — None - - Watch List: & &

Time Worked: 00:16:20/ 00 - 00 |16 @

| Short Description: Printer Intermittent =

Related Records
Caused by Change:

Request for Change:

Save & Exit

Related Links

Communicate Workaround

Post Knowledge

| Incidents (1) || Root Cause Tasks (1) || Time Worked (4) || Metrics (4) || Change Requests |

Root Cause Tasks ~ m B Goto Mumber - Q 1 4o 1 of 1 =
¥ Problem = PRB0040728

m « Configuration ltem % Short Description % Assignment Group « Assigned To

[ [ PTASK0010037 4 - Medium Closed Printer Intermmitent INF Windows Systems Kenneth Hoover

D Actions on selected rows... w 1 to1of1




Click New to create a Change Request

M Problem

= Required field

New > Draft >
Number: [PRBO040728
[ Problem Requestor:

Location:
| Source:
[ Type Level 1:
Type Level 2:
Type Level 3:
IT Pravider Service:

Asset/Device:

IT Component Category L1:

Incident Management - Tie

Reactive

-- Mone -

- Mone -
Infrastructure Semnices
431b

Hardware

IT Component Category L2: MNetwork Printer (MFD)

IT Component Category L3:

| Short Description:

-- Mone -

Printer Intermittent

| Motes H Resolution H Related Records || QA |

Related Records
Caused by Change:
Request for Change:

Related Links
Communicate Workaround
Post Knowledge

Jolye)

(CRRCRE VR N C R CRE - AR R R A - AR R AR R R R AR A v

In Progress

>

Known Error

| Problem Status:

Pending Change

I@ ServiceMow IT Service Management Suite - Elndcms Internet Explarer ; Ll_lg

) |° https://yaletraining.s

Pending Change

Closed

m/change_request_list.do?sysparm_target= prahlrzm.u_cau_-r:d_h_,._changr:&_-_,_-parr E

Change Requests
kAl

. = Change Number % Short Description

< CHGO030717
CHGO0030706
CHGO030705
CHGO0030704
CHGO030703
CHGO0030701
CHGO030700
CHG0030638
CHGO030696
CHG0030635
CHG0030692
CHG0030666
CHGO030678

tofl L ange Number  w Q

ccy
Upgrade to 8.5

nmmm

gbbbnnb

change CATV service provider

Change Pl search functionality on the main screen

This i1s a standard change template.

Server rebuild

This is a standard change template.

Mytime not on current version

Repackage SEP 12 to include most current definition files
Missing Patch on Print Server

1 to 50 of 682

(J.

-

m

CHGOO30675 update to Service Mow training slides
CHGO030674 impact of schedule on submission
CHGO030665 sample text
CHGO030620 test
CHGO030619 test
CHGO030616 Testing States
CHGO030615 Testing States
CHGOO030609 Testing states
CHGO030608 Test
% CHGOO30607 Test for test i
Done €D Internet | Protected Mode: On £y v ®|100% -




[€MProblem = Required field

Su
e > Dt > " F'rlir & ServiceNow IT Service Management Suite - Windows In =k g
Number: [PRBO040728
| Prablem Requestor: . ]
oo b [ creroe reen - remurea e TEe-
| Source: Incident Management - Tiet Requested by Dawn Colonese Cg Submission Priority:
| Type Level 1: Reactive N owner Group: CTS Senice Desk Cg Impact:
Type Level 2 - MNone - h Owner: Dawn Colonese Cg Risk:
Type Level 3: - MNone - h | Change Source: Problem - Change Type:
IT Provider Service: Infrastructure Senices | Location: 25 SP 111 Cg Advisory: 1
Asset/Device: 431b IT Provider Service: Build-Test Required:
IT Component Category L1: Hardware | Environment: Production - Approval Condition Cao
IT Component Category L2: Network Printer (MFD) | IT Component Category L1: Hardware - Assessment Conditiol
IT Component Category L3: - Mone - |IT Component Category L2: Server - Implementation Codes
IT Component Category L3: - Mone - - Closure Code:
| Short Description: Printer Intermittent | Device/Asset Name: Print Server Watch List: =
‘ MNotes || Resolution H Related Records H QA ‘ Opened:
Related Records Template:
Short Description: Print Server Patch

Caused by Change:
Description: "

Jolye)

Request for Change:

Related Links
Communicate Workaround
Post Knowledge

9 Internet | Protected Mode: On




Observe Change ID

‘ MNotes H Resolution H Related Records H QA |

Related Records € ServiceNow IT Service Manag;
Caused by Change:

| Request for Change: CHGO030718

Related Links

Communicate Workaround

ahttps:,.-'_.-’}faIr:training.service—now.com,.-'ref_list_pick:_cIos&.do?s}fsparm_*.faIuE:Uf806042451daﬂﬂﬂdﬂhEafﬁ?dBdﬂl&sys % b

Jolys
&l

Updating form with inserted value b

Post Knowledge

| Notes H Resolution H Related Records H QA ‘

| Description: & S
Incident was escalated beacuse remote diagnosis was unable to resolve issue with printer intermittent printing. i
Work MNotes: %% B

I Workaround: % =)

Reroute Printers assigned to Server for 431b to a different server that contains the correct patches =
| Root Cause: & =HH

Print Server for 431b is missing patch 117 s

Related Links

Communicate Workaround .
- i Problem = Required field
Post Knowledge

% Waorkaround communicated

Mew > Draft > In A




LL.ab — Create a Root Cause Task

— Create a RCA Task

 In the Problem Section on the left navigation pane, Click on Open
Scroll to bottom of screen and select the Root Cause Tasks Tab
Click the new button
Enter the required fields

Press Save & Exit on blue bar at top or below Resolve Notes

— Assign an RCA Task
 Select the problem record from open
« Select the root cause tab at bottom
« Click on the problem task link to be assigned

o Select assigned to from dropdown list or begin typing first name
space last name

e Click on person for assignment
« Press Save & Exit



Lab Reassign and Close an RCA Task

— Reassign an RCA task
 Select the problem record from open
« Select the root cause tab at bottom
e Click on the problem task link to be re-assigned
 Select assigned to from dropdown list or begin typing first name space last name
« Click on person for re-assignment
« Hover over problem on the blue bar and click save and stay

 Scroll down to activity tabs at bottom of screen and view the most recent update to
the task

 Press Save & Exit
— Close an RCA Task
« Select the problem record from open
« Select the root cause tab at bottom
« Click on the problem task link to be closed

« Update the task level resolve notes and change the state dropdown to “Closed” in
upper right

o Press Save & Exit



Iﬁ ServiceMow IT Service Management Suite - Windows Internet Explorer

|° https://yaletraining.service-now.com/navpage.do

File

Edit VWiew Favorites Tools Help

x gﬂhare Browser WebEx v|

x ﬁCor‘

{.‘:-' Favorites

o @) ServiceNow - UAFS Servic...

@ SNCWiki g ITS050A - ServiceNow Pha...

[EE v]Y Yalelnfo: The Vale ... ]@ Home - Yale ITS P... ];] —

l ﬁ, Leg on to the Blac... l €& Microsoft Exchang... l @ Signln

£ PMIMonthly DEP g | HP Quality Center 10 a ServiceMow Training I

]a ServiceMow IT

oe
Y

@

Yale IT Service Management Suite

Welcome: Michael Okrent ¥

-

| Short Description:

Resolution

| RCA Code:

| Resolution Code:

| Resolve Notes: "5

Qe

Q

| Source: General Root Cause Re

| Type Level 1: Reactive -
Type Level 2: One-Time -
Type Level 3: - Mone - -

[ IT Provider Service: ERPF (Oracle) Solution
Configuration ltem:
Asset/Device:

| IT Component Category L1: Documentation -
IT Component Category L2: - Mone - -
IT Component Category L3: - MNone — -

| Impact:
Complexity:

| Priority:

| Opened:

| Opened by:
Follow-Up Date:

| Assignment Group:

Assigned To:
Watch List:
Time Worked:

[€MProblem = Required field

Oracle Forms Problem

| Motes ||Resnluti0n || Related Records || QA |

- Mone - -

Brainstorming
Chronological

Closed:

Closed by:

Ishikawa Diagrams J

Kepner-Tregoe

Parats TCaniea ranbinm ~ha




Closing a Problem

Problem Closure Codes

*The problem was closed without root cause determination
(e.g. costs are too high to diagnose, value to remove is too low
etc.).

eThe problem will not be removed as the workaround is
acceptable.

eThe problem will not be removed and no workaround exists
however the impacts are minimal/acceptable.

*The problem affects stopped and during an accepted
monitoring period the problem did not resurface.

*The most common closure code, indicating that a change was
successfully implemented to remove the problem.

eThe criteria required to accepted a problem were never met
and the problem has been rejected by the problem manager.

eUsed when a feature request has been raised, but the cost of
the request is too high to action and acceptable to the
business/customer (payer).

*The feature request was already defined for a future release.
Unresolved problem may be associated to an originating
problem for the initial request.



Incident -> Problem -> Change

[€MProblem = Required field

S &bt || Assonoms | 1 B E =

Number: PRB0O040592

Problem Requestor:

Source: - Mone -
Type Level 1: - MNone —
Type Level 2: - Mone -
Type Level 3: - Mone -

Configuration item:
Asset/Device:

[T Provider Service:

Impact: 3-Low
Complexity: - Mone -
Prionty: 4 - Average

IT Component Category L1: - Mone —

IT Component Category L2: - Mone —

IT Component Category L3: —- Mone —
| Short description:

| MNotes || Resolution H Related Records || QA ‘

Related Rernrde
Caused by Change:

Reguest for Change:

Save & Exit Assign to me

Related Links
Communicate Workaround
Post Knowledge

Opened: IEU12—U.’2—2T 14:50:27

Opened by: |hu'1ic:hae| Okrent

Fallow up Date: =]

Problem state: Mew -

Problem Owner Group: Q

Problem Owner: Q
| Assignment group: Q

Assigned to: Q

Watch list: 8 &

Time worked: 00-00-317 00 -00 131 @




Lab Close and Resolve a problem

 Required fields
* Close a problem
» Resolve a problem



[.ab - Known Problems

— Create a Known Error
 In the Problem Section on the left navigation pane, Click on Open

Select and click on appropriate Problem

Change the problem Status “Known Error”

Hover over Problem in blue bar at top of screen and click Save &
Stay

Progress bar moves from In Progress to Known Error

— Create a Knowledge Base Article from Problem-Known Error

 Select an appropriate Known Error Problem Record from the
Known Errors in the left navigation menu

o Scroll down to the related links section and click the Post
Knowledge link

« Hover over Problem in blue bar at top of screen and click Save &
Stay

« Observe that Knowledge Submission Created with number



— Resolve a Known Error

« Select and appropriate Known Error Problem Record from the Known
Errors in the left navigation menu

« Scroll to the Resolution Tab and select the RCA Code from the dropdown
list

« Select the Resolution Code from the dropdown list

« Enter the Resolve Notes

 Click on the Notes Tab and enter the Root Cause Text

« Scroll to top of screen and update Problem Status to either Pending
Change or Closed

« Hover over Problem in blue bar at top of screen and click Save & Stay

- Notify users with linked incidents of Problem Resolution
e Scroll down to Related Links
 Click on Communicate Workaround
« Observe message at top of screen that “Workaround communicated”



RCA Codes

&) ServiceNow IT Service Management Suite R=nna g

| « | > | | + ohttps:ffyaIetraining.service-now.comfnavpage.do 8 c| |'Qv Google | O- %~

& [I] & ServiceMow..Instance Apple Yahoo! Google Maps YouTube Wikipedia News(32) v Popular v

‘_rale Switch to the old Ul Q- @
Welcome: Michael Okrent § Update Set o=
- Type fitter text AAZ[Ew . Tl or) . &
Self-Servi ¥ =
o < Type Level 3: ~ None — - Opened: [2012:03-23 12:31:09
Service Desk ¥ X X 8 -
| IT Provider Semvice: ERP (Oracle) Solution Qg Opened by: IMlchaeI Okrent
Incident ¥
Configuration ltem: Q, Follow-Up Date: El
Problem -
Asset/Device: Assignment Group: ITIL i) —
[ Create New I 9 P Ate
[& Assigned to me | IT Component Category L1: Documentation - Assigned To: Michael Okrent Qg
{2 Known Errors .
[ Open _ IT Component Category L2: - MNone - - Watch List: 8 &
[® Pending IT Component Category L3: — Mone — - Time Worked: 00:01:247 00 00 (21 @
All
[l Overview | Short Description: Problem request Q&
Ch ¥
= = | MNotes || Resolution || Related Records || QA |
e :
Di: ¥ =
iscovery ¥ . RCA Code- Closed: El 1
Discovery Definition ¥ . .
sorvce Cotaog 5 L Resolution Code: Brainstorming Closed by: Q
nvice Lai .
b Resolve Motes: & Chfonologl(.:al =
Knowledge Base ¥ Ishikawa Diagrams 3
Kepner-Tregoe
Asset Portfolio ¥ Pareto Cause ranking chart
Technical Observation Post (TOP)
Asset Contracts ¥ Other
Reports ¥ -~
BSM Map ¥ Save & Exit
Content Management ¥ Related Links
ECC ¥ Communicate Waorkaround
Home! Admin Post Knowledge
Integration - Microsoft SMS/SCCM 3
Metrics ¥ | Incidents || Root Cause Tasks || Time Worked (2) || Metrics || Change Requests

Slefledl]rEw] e |




Resolution Codes

& ServiceNow IT Service Management Suite E=nia
| « | » | | + o https://yaletraining.service-now.com/navpage.do ac | |Q' Google | O~ £~
e [ ServiceMow... Instance  Apple Yahoo! GoogleMaps YouTube Wikipedia News(32) ¥ Popular ¥
ﬁ?a’le Switch to the old Ul a- &
Welcome: Michael Okrent § Update et g
K =
T - . -~
e AAZEY Problem = Required field
Self-Servi i
—— ¥ Type Level 3: ~ None — - Opened: [2012:03-23 12:31:09
Service Desk ¥
= | IT Provider Service: ERP (QOracle) Solution Q.0 Opened by: |I"u'1ichae| Okrent
Incident ¥
i Configuration ltem: Q Follow-Up Date: ]
Problem -
Asset/Device: Assignment Group: ITIL e —
[* Create New I < g Q @
[& Assigned to me | IT Component Category L1: Documentation - Assigned To: Michael Okrent Q.0
{2 Known Errors .
B Open _ IT Component Category L2: - Mone — - Watch List: EX)
Pending IT Component Category L3: -- Mone — - Time Warked: 00:01:53/ 00 00 ‘50 | @
Al
[l Overview | Short Description: Problem request Q&
Ch ¥
= = | MNotes || Resolution || Related Records || QA |
Configurati
Discove! L
= g S < | RCA Code: Ishikawa Diagrams - Closed: B 3
Discovery Definiti
= Ty etinition ¥ Resolution Code: - Mone - Closed by: Q
Service Catalog ¥
. =]
. Resolve Nates: %55 Accepted Known Error - No Workaround
Knowledge Base ¥ Accepted Known Error - Workaround Implemented
Asset Portfolio ¥ Deferred
Resolved - No Action Taken
Asset Contracts ¥ Resolved - Root Cause Removed
— - Unresolved - Cost P
I e Unresolved - Future Release ’
BSM Map ¥ Save & Exit Unresolved - Rejected
Content Management ¥ Related Links
ECC ¥ Communicate Workaround
Home! Admin v Post Knowledge
Integration - Microsoft SMS/SCCM 3
Metrics ¥ | Incidents || Root Cause Tasks || Time Worked (2) || Metrics || Change Requests

el sl E]w] @] ey I




Close Problem

& ServiceNow IT Service Management Suite =nna g

| 4| » | | + |@ https://yaletraining.service-now.com/navpage.do L] C| |IQ' Google | O- 3~

& [I] B ServiceNow..Instance Apple Yahoo! GoogleMaps YouTube Wikipedia Mews(32) v Popular ¥

Yale Swiitch to the old UI a- @

Welcome: Michael Okrent § Update Set gEENT

-

R . -
2 e AAZEY Problem = Required field =
@ | | serrservi =
e x MNew > Draft > In Progress > Known Error > Pending Change
Service Desk ¥
Number: |F‘REI[][]4[]?[]1 Problem Status: Closed -
Incident ¥
| Problem Requestor: Michael Okrent QB Problem Owner Group: Q
Problem -
jon: Problem Owner:
[ Create New Location: Q Q
L& Assigned to me | Source: General Root Cause Re ~ | impact: 3-Low hd
Known Errors .
%g Open | Type Level 1: Reactive - Complexity: — Mone —- -
Pending | Type Level 2: — None — - | Priority: 5 - Low - =
Al
£l Ovenview Type Level 3: - Mone - - Opened: |2012-[]3-23 12:31:09
Change ¥ | IT Provider Semvice: ERP (Oracle) Solution QB QOpened by: IMichaeI Okrent
Configuration ¥ Configuration ltem: Q, Follow-Up Date: ]
Discovery ¥ Asset/Device: | Assignment Group: ITIL QB
Discovery Definition ¥ | IT Component Category L1: Documentation - Assigned To: Michael Okrent Qe
Service Catalog v IT Component Category L2: - None — - Watch List: ag
Knowledge Base ¥ IT Component Category L3: — None — - Tive et 00-10:40/ 00 01 {44 |@ |4
A 1 Portfoli
==e o | Short Description: Problem request Q&
Asset Contracts
| Notes || Resolution || Related Records || QA |
Reports ¥
BSM Map ¥
Description: %&& =
Content Management ¥
ECC ¥ P
Work Notes: i85 =
Homepage Admin ¥

Integration - Microsoft SMS/SCCM 3

ZY RN

Workaround: i5 =

Metrics

<<

mn o

i P © |




Known Errors Yale

» To see Known Errors associated with Problems
— Go to Problem and click All
— Click on gear at top left of blue bar, Personalize List Columns appears
— Scroll down list to Known Error, highlight then click add in center
— Place the column where you want it using the up down buttons, press OK
— At the Top of the Known Error Column right click to group or sort for true

e To see all Known Errors

— In box under the your name at top left (type filter text) type
known
— Click on Known Errors for list of all



Problem Management Policies

There will be one Problem Management Process for all of the IT organization.
Service Ownership is a critical component to assuring the quality of services
provided by IT. The Service Owner must be designated for each service to be
managed by the Problem Management process. The Service Owner works to
ensure that any Problem that may impact their service is controlled.

Each Problem Analyst who works on a problem will be responsible for updating
the Problem record and Problem status on an ongoing basis.

A major Problem is declared when the degree of impact on the user community
is high and the complexity is low (Priority 1). This is based on the normal Priority
Table taking impact and complexity into account. The Major Problem procedure
will be followed for these problems.

When the root cause of a Problem is identified the Problem status will be
changed into a Known Error (KE). KE information (including a workaround or
Quick Fix) will be made available for the Incident Management Process.



Problem Management Policies

Each Problem will be assigned a Priority based on complexity and urgency. The impact of a Problem
describes how broadly the Problem will be realized. Complexity represents the effort required (cost,
resourcing etc.) to diagnosis and resolve.

Each Problem will be assigned a Category using the same classification system used by Incident and Change
Management.

Problem investigations will determine the Root Cause and Configuration Item (Cl) at fault.

The Problem Management process will identify the single best solution to the Known Error based on
business requirements.

The Problem Manager will receive sufficient resources to perform the task of administrating the process of
Problem Management. Resource requirements will be based on the scope of the problem. Resources from
the business and technical analyst teams will be required. Problem teams may have the need to call on Users
to help identify root causes. The business service owner will be responsible for arranging User support of
problem teams.

After executing a successful Change resulting in the removal of a Known Error, that Change and that Problem
will be evaluated for a period of time. This is to ensure that the Known Error has been permanently
removed.



